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�x Network administration principles and procedures.  
�x Server management, including aligning specifications to program need, forecasting growth, 

installation, management, backup and recovery.  
�x Hardware and sof tware installation.  
�x Cybersecurity systems and best practices, including secure network design, monitoring and incident 

response.  
�x Network equipment configuration, installation and management.  
�x Record-keeping techniques , including design documentation.  
�x Data center administration, including technology systems and infrastructure design and peripheral 

equipment (environmental and security controls).  
�x Technical aspects of field of specialty.  
�x Oral and written communication skills.  
�x Interpersonal skills using tact,  patience and courtesy.  

 


